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SharePoint Online (SPO) ‘Examining’ Sites
Managing SharePoint Groups

This quick reference guide includes sections from the ‘SPO Examining Sites Administrator Guide’ and
outlines how to manage the SharePoint Groups within a SPO site.

This quick reference guide covers the following help topics:

A) Managing Users within SharePoint Groups

How do | ADD users to SharePoint groups?

How do | REMOVE users from SharePoint groups?

How can | see which users have been added to a specific SharePoint group?

How can | see at a glance which SharePoint groups a user has been added to?

How do | give access to SPO examining sites to other Administrators in my Department?

B) Managing SharePoint Groups

How do | create a new SharePoint group in an ‘examining’ site?

How do | give SharePoint groups access to workspaces within an examining site?

How do | remove a SharePoint group’s access to a workspace within an examining site?
How do | change the ‘permission level’ of a SharePoint Group within a specific section of a
site?

How do | change the ‘permission level’ of a SharePoint Group at the top level of a site?
How do | change the name of a SharePoint Group?

How do | delete a SharePoint group?

C) Folders Permissions and SharePoint Groups

How do | restrict access to a folder to just one or a number of SharePoint groups (or specific
individuals)?

How do | give one or more SharePoint groups access to a folder (without changing who
already has access to the folder)?

How do | give one or more SharePoint groups access to a folder (that has restricted folders

within it)?

If you prefer to see all guidance in one document, see the ‘SPO Examining Sites Administrator
Guide’ which contains full details of how to set-up, manage and maintain all of the aspects of your
SPO examining site(s).

Getting Support

If you need advice and support in relation to SharePoint Online ‘examining’ sites then please contact
student.systems@admin.ox.ac.uk.



mailto:student.systems@admin.ox.ac.uk

SPO Examining Sites — Managing Access and Permissions
Introduction to Managing Access to Examining Sites

Access to a SPO examining site and the different sections within it is managed via SharePoint
Groups.

SharePoint groups are the best way to give access to defined areas of a site and allow you to manage
the individuals who have access to the site and various sections within it in a straightforward way.

In addition to SharePoint groups you can also use folder permissions within different sections of the
site to manage access within sections in a more granular way where necessary. For example, to
manage access to folders for specific markers in the ‘Markers Workspace’ or to manage access to the
Mitigating Circumstances folder in an Exam Board workspace.

It is even possible to control who can see and access specific documents / files where needed.

In summary:
e SharePoint groups are used to manage access TO the different sections of a site
e Folder/file permissions are used to manage access WITHIN the different sections of a site

Note that in some rare exceptions you may give users access to a specific folder only in a site (and
not add them to a SharePoint group also) e.g. when sharing specific folders with colleagues in other
departments. See ‘How do | give users from other departments access to a folder?’ in the full ‘SPO
Examining Sites Administrator Guide’.



SPO Examining Sites — Managing SharePoint Groups
Introduction to SharePoint Groups in Examining Sites

Examining sites have been ‘pre-built’ with a number of SharePoint groups as follows:

# SharePoint Group Purpose
1 | Markers A group for markers — to give markers access to the Home page,
Useful Resources, and the Markers Workspace
2 | Paper Setters A group for paper setters — to give paper setters access to the
Home page, Useful Resources, and the Paper Setting Workspace
3 | XXXX Exam Board A group for the exam board members (including external
(a group for each examiners) for each exam board within a site — to give exam board
exam board within members access to the Home page, Useful Resources, and the
each site) relevant Exam Board workspace
4 | Owners A group for administrators — allowing administrators in your
department to access and manage any part of the site

Whilst the groups listed above have been ‘pre-built’ as part of the rollout of the new SPO ‘examining’
sites, you are able to create additional SharePoint groups within a site (and give the groups access to
relevant areas within the site) if needed for your department. See the help topics in the ‘Managing
SharePoint Groups’ section of this guide if relevant.

As part of getting your examining site ready for use, you should add the relevant users to the
appropriate SharePoint groups so that they have access to the relevant parts of the site.

Where applicable, individuals can be added to more than one SharePoint group so that they have
access to all relevant parts of a site. This might apply where an individual is a member of more than
one exam board or assists with paper setting and also does marking, for example.

Jame

ADMM - Oriental Studies UG Examining Site Owners

CORS Exam Board

CROS Exam Board

DORS Exam Board

DROS Exam Board

Markers

Paper Setters

Example of the ‘pre-built’ SharePoint Groups in an Examining Site

Which Sections of an Examining Site do the ‘Pre-Built’ SharePoint Groups have Access to?

The ‘pre-built’ SharePoint groups have been set up with access to specific sections of the site as
outlined in the following table (NB all of the SharePoint groups have access the Home page and
Useful Resources):

# | Examining Site Section | SharePoint Group(s) that have access | Permission Level
1 | Home page e XXXX Exam Board groups e Read-only

e Markers group e Read-only

e Paper Setting group e Read-only

e Owners group (Department Admins) e Full Control
2 | Useful Resources e XXXX Exam Board groups e Read-only

e Markers group e Read-only

e Paper Setting group e Read-only

e Owners group (Department Admins) e Full Control




3 | Paper Setting e Paper Setting group e Contribute
Workspace e Owners group (Department Admins) e Full Control
4 | XXXX Exam Board e XXXX Exam board group (each Exam e Contribute
(one for each exam Board group has access to the
board) corresponding Exam Board workspace)
e Owners group (Department Admins) e Full Control
5 | Markers Workspace e Markers group e Contribute
e Owners group (Department Admins) e Full Control
6 | Other Document e Owners group (Department Admins) e Full Control
Sharing
7 | Admin Workspace e Owners group (Department Admins) e Full Control

Introduction to SharePoint Group Permissions Levels

SharePoint groups can have one of 6 ‘permission levels’ but all of the ‘pre-built’ SharePoint groups
have one of the following 3 permission levels (per section of the site) as the following levels provide
all of the required access rights:

e Read —allows users to view and download documents and files

e Contribute - allows users to add, edit, delete, upload, download, move/copy files and folders

e  Full Control — allows users to manage groups, permissions, and to access all content

As you can see from the following table, the permission level of each SharePoint group can differ in
different parts of the site — so that it is possible for individuals to only view and download
documents in one section of a site (e.g. Useful Resources) but to upload and edit documents in
another section of the site (e.g. the Markers Workspace):

# SharePoint Group Site Section Permission Level
1 | Markers Home page Read
Useful Resources Read
Markers Workspace Contribute
2 | Paper Setters Home page Read
Useful Resources Read
Paper Setting Workspace Contribute
3 | XXXX Exam Board Home page Read
(a group for each exam Useful Resources Read
board) XXXX Exam Board Contribute
4 | Owners All site sections Full Control

It is also possible to amend the permission level of SharePoint groups within different parts of an
examining site and even within different folders within sections. See the relevant help topics in the
‘Managing SharePoint Groups’ section of this guide for more details on how to do this if necessary.

It is recommended that SharePoint groups that are for users who are not department administrators
(e.g. for exam board members, markers etc.) should always have a Read or Contribute permission
level — as other permissions (e.g. the ‘Edit’ permission level) allow users to amend site settings.

You are able to give new SharePoint groups, that you create, access to the relevant parts of the site
— see the help topics in the ‘Managing SharePoint Groups’ section of this guide if relevant.

As well as giving users access to the relevant sections of a site (via SharePoint groups), you can use
folder permissions (within the different sections of the site) to manage access in a more granular
way where that is necessary. It is also possible to give SharePoint groups access to specific folders
where that is required. For more information about managing folder permissions, see the ‘Managing
User Access to Folders’ quick reference guide or the full ‘'SPO Examining Sites Administrator Guide’.



Examples of what Different Users See and have Access To

Depending on the SharePoint groups that users have been added to, they will see different
workspaces when they access the examining site — see the following examples:

An individual added to the Markers group, for example, will see the following ‘sections’ of the
examining site:

Dept X UG Examining Site (Prototype)

Home
Useful Resources

Dept X (UG/PG) Examining Site Homepage

Markers Workspace

Recydle bin Welcome to the Dept X (UG/PG) Examining Site

Instructions for Exam Boards: We will be using the relevant Exam Board workspaces for exam
board meeting documents.

Instructions for Markers / Assessors: Marking-related documents will be available and can be
downloaded and uploaded within the Marking Workspace.

Example of a user’s view if added to the Markers group

An individual added to an exam board group will see the following sections of the examining site, for
example:

Dept X UG Examining Site (Prototype)

Home

Useful Resources

Dept X (UG/PG) Examining Site Homepage

CELA Exam Board

Recycle bin Welcome to the Dept X (UG/PG) Examining Site

Instructions for Exam Boards: We will be using the relevant Exam Board workspaces for exam
board meeting documents.

Example of a user’s view if added to an Exam Board group

An individual added to multiple groups (e.g. if they are involved in paper setting, marking and exam
board activities) will see the following sections of the examining site, for example:

Dept X UG Examining Site (Prototype)

Home

Useful Resources

Dept X (UG/PG) Examining Site Homepage

Paper Setting Workspace

Markers Workspace Welcome to the Dept X (UG/PG) Examining Site

CELA Exam Board . . .
ram Bear Instructions for Exam Boards: We will be using the relevant Exam Board workspaces for exam
Recyele bin board meeting documents.

Instructions for Markers / Assessors: Marking-related documents will be available and can be
downloaded and uploaded within the Marking Workspace.

An example of a user’s view if added to multiple SharePoint groups



How do | ADD users to SharePoint groups within SPO examining sites?

For information about the SharePoint groups that have been specifically ‘pre-built’ within examining
sites, see the brief ‘Introduction to SharePoint Groups in Examining Sites’.

To add users to the SharePoint Online ‘examining’ site SharePoint groups:

1. From the Home page, click on the Settings
‘cog’ icon in the top right hand corner of
the site

2. Select ‘Site Permissions’ from the list

Settings X

SharePoint
Add a page
Add an app

Site contents

Site usage

Site performance
Change the look
Connect to new Microsoft 365 Group

Site designs

3. Click on ‘Advanced permissions settings’
in the ‘Permissions’ sidebar

Permissions X

Manage site permissions or invite others to
collaborate

 Site owners
~ Site members
~ Site visitors

Site Sharing

Change how members can share

Guest Expiration

Your organization does not require guest
access to expire.
Manage

There are additional groups or people with
foic o T i I

Is\t Advanced permissions settings. I

4. Inthe site permissions view, click on the
SharePoint group that you would like to
add users to:

BROWSE PERMISSIONS

o -8 &% Permission Levels
[ I~ L Q53 access Request Setings
Grant Create Edit User  Remove User Check
ermissions Group  Permissions Permissions  Permissions [T site Collection Administrators
Grant Modify Check Manage
Home & Some content on this site has different permissions from v

Useful Resources There are limited access users on this site. Users may have limit

Exam Board Workspace

Moo

Markers Workspace u

O QUIT - Exam Board & Marking Test Site Exam Board
Other Document Sharing

O QUIT - Exam Board & Marking Test Site Markers
Admin Workspace
fecent O QUIT - Exam Board & Marking Test Site Owners
Recycle Bin

5. Within the SharePoint group click on
‘New’ and select ‘Add Users’

# EDITLINKS
S
People and Groups » OUIT - Exam Board
Groups Actions - Settings -
v Add Users
ns s Add users to this group.

6. Inthe Invite people window, select /
specify the users to add to the group:
a. You can search for individuals by
typing their name; and/or
b. You can paste in one or more
email addresses — this is how you
can give external users access

Invite people
=T Enter names or email addresses.

Shared with

Include a personal message with this invitation (Cpticna

7. If you would prefer the users being added
to the group NOT to receive a notification
from SharePoint when you share the site
with them (e.g. if you will share a link to
the site with them at a later date), click on
‘SHOW OPTIONS’ and untick ‘Send an
email invitation’, which is ticked by
default (see screenshot below)

8. Finally, click ‘Share’

Invite people
[ Enter names or email addresses

Shared with

HIDE OPTIONS

[ Send an email invitation
conee

NB academics can have both a department and a
college email address but only their primary email
will appear when searching for them to add them
to a group. As a result you may need to copy and
paste their other email address into the ‘Enter
names or email addresses box’ if they want to
access the site using that email.



How do | REMOVE users from SharePoint groups within SPO examining sites?

To remove users from the SharePoint Online ‘examining’ site SharePoint groups:

1. From the Home

page, click on the Settings

5. Within the SharePoint group, select the

‘cog’ icon in the top right hand corner of
the site

Select ‘Site Permissions’ from the list

Settings X

SharePoint
Add a page
Add an app
Site contents
Getting started
o information

Site permissions

Site usage

Site performance
Change the look
Connect to new Microsoft 365 Group

Site designs

Click on ‘Advanced permissions settings’
in the ‘Permissions’ sidebar

Permissions X

Manage site permissions or invite athers to
collaborate

~  Site owners
~  Site members
~ Site visitors
Site Sharing

Change how members can share

Guest Expiration

Your organization does net require guest
access to expire.
Manage

There are additional groups or people with
bl o oo oo Dlence

t\s\t Advanced permissions settmgs.l

In the site permissions view, click on the
SharePoint group that you would like to
remove users from:

BROWSE | PERMISSIONS

&% Permission Levels
& & Q =
+ a8 T3 Access Request Settings
G Create Edit User  Rem 54 Check
Permissions Group | Permissions Permissions  Permissions [T ste Collection Administrators
Grant Mody Check Manage
Home

Useful Resources

Exam Board Workspace

/I\ Some content on this site has different permissions from w
There are limited access users on this site. Users may have limit

Markers Workspace

] OUIT - Exam Board & Marking Test Site Exam Board

Other Document Sharing
[m} QUIT - Exam Board & Marking Tes

. e Markers
Admin Workspace

Recent ] OUIT - Exam Board & Marking Test Site Owners

Recyele Bin

user(s) to remove from the group by
ticking the checkbox next to their name

People and Groups » QUIT - Exam Board

New =~  Actions ~ Settings ~

O @ | nNeme

Priya Rama Krishanan Nair (Admin)

priyark.1988

[<]

6. Click on ‘Actions’ and select ‘Remove
Users from Group’

People and Groups » OUIT - Exam Board

] E-Mail Users
Send an e-mail to selected users.

Call/Message Selected Users
Call the selected users.

Remove Users from Group
Remove selected users from this SharePoint group.

7. Click OK when the verification message
window appears

unioxfordnexus.sharepoint.com says

You are about to remove the following members from the group:
priyark.1988
Do you want to remove these members?

m Ca nce'

8. The user(s) will now have been removed
from the group



How can | see which users have been added to a specific SharePoint group?

To see which users have been added to a SharePoint group:

1. From the Home page, click on the Settings
‘cog’ icon in the top right hand corner of
the site

2. Select ‘Site Permissions’ from the list

Settings X

SharePoint
Add a page
Add an app
Site contents
Getting started
o information

Site permissions

Site usage

Site performance
Change the look
Connect to new Microsoft 365 Group

Site designs

3. Click on ‘Advanced permissions settings’
in the ‘Permissions’ sidebar

Permissions X

Manage site permissions or invite athers to
collaborate

~  Site owners
~  Site members
~ Site visitors
Site Sharing

Change how members can share

Guest Expiration

Your organization does net require guest
access to expire.
Manage

There are additional groups or people with
e cio oo )

Is\t Advanced permissions settings. I

4. Inthe site permissions view, click on the
name of the SharePoint group for which
you want to confirm which users have
been added to the group:

BROWSE PERMISSIONS

&% permission Levels
u‘ 5 Q&
+ & T3 Access Request Settings
rant  Creste  EditUser Removelser  Check
fermissions Group  Permissions Pemnissions | Permissions [ Site Collection Administrators
Grant Modify Check Manage
Home

& Some content on this site has different permissions from
Useful Resources There are limited ic site. Users may have limi
i approving requests? Allow to share wit

Paper Setting Workspace
Markers Workspace
Name

CORS Exam Board - -
ADMN - Oriental Studies UG Examining Site Owners

CROS Exam Board _ N
CORS Exam Board
DORS Exam Board
CROS Exam Board
DROS Exam Board
DORS Exam Board
Other Document Sharin
DROS Exam Board

Markers
Paper Setters

[

Oo0o00ooOoo

Admin Workspace

Recent

Recycle Bin

5. You will be able to see the users that have
been added to the SharePoint group:

Mew - Actions -

-

Mame

James Munaey
Laura Fenwick
Matthew Kirk

Maomi Hood

O0000d

Owen Hutchins




How can | see at a glance which SharePoint groups a user has been added to?

To see the SharePoint group(s) that a user has been added to within an examining site and whether
they have they have been given direct access to any folders / files:

1. From the Home page, click on the Settings 4. Inthe site permissions view, click on
‘cog’ icon in the top right hand corner of ‘Check Permissions’
the site
BROWSE | PERMISSIONS
2. Select ‘Site Permissions’ from the list & & o
Grant Aodify _— Manage
Home

Useful Resources

& Some content on this site has different permissions from v
There are limited access users on this site. Users may have limit

s Exam Board Workspace
Settings O [ Neme
Markers Workspace -
O QUIT - Exam Board & Marking Test Site Exam Board
Other Document Sharing
5 O OUIT - Exam Board & Marking Test Site Markers
SharePoint Admin Workspace = N
X O OUIT - Exam Board & Marking Test Site Owners
Add a page Recent -

Add an app Recycle Bin

Site contents

ing started
5. Within the ‘Check Permissions’ pop-up
window:

a. Search for and select the name of
the user whose SharePoint group
membership you want to check

b. Click on ‘Check Now’

3. Click on ‘Advanced permissions settings’
in the ‘Permissions’ sidebar

Permissions X
Manage site permissions or invite others to Dept X UG Examining Site (Prototype): Check Permissions
collaborate

Check Permissions

Priya Nair x

~  Site owners

~  Site members

' Site visitors Check Now

Site Sharing

Change how members can share

Guest Expiration

Your organization does nat require guest
access to expire.

Manage

There are additional groups or people with
foic o T fheoe plesse

Advanced permissions settings.

Depending on whether the user has been added to any SharePoint groups and/or been given direct
access to any folders / file, the results may include:

a) The SharePoint groups the individual has access to (if they have been added to any groups)

b) Other items (files or folders) which the user has been given access to directly — these are
displayed as ‘Given directly’ but no details of the specific folders / files the user has been
give direct access to are displayed (or the location of the folders / files)

See the screenshot on the next page for an example of a user who has both been given access to
SharePoint groups (the 4 of which are listed) AND has been given direct access to a number of other
(unidentified) items:




Check Permissions

S User/Group:
To check permissions for a
user or group, enter their Eriya MNair x |
name or e-mail address,

Check Now Close

Permizsion levels given to Priya Mair (i:02.]membershiplouitl263 onacuk)

Limited Access Given directly
Web-Only Limited
Access

Weab-Only Limited

Arcess

Read, Limited Given through the "Dept X UG Markers™ group.
Access, Web-Cnly

Limited Access

Read, Limited Given through the "Dept X UG CMLA Exam Board Members" group.
Access, Web-Only
Limited Access

iven through the "Dept X UG CELA Exam Board Members™ group.

(9]

Read, Limited

Access, Web-Only
Limited Access

Weab-Only Limited
Arcess
Wab-Only Limited
Access

Read, Limited Given through the "Dept X UG Paper Setters” group.
Access

6. If applicable, remove the user from the SharePoint groups displayed in the results — see: ‘How do
| remove users from SharePoint groups within SPO examining sites?’

Related Topics
See the following help topics in the full ‘SPO Examining Sites Administrator Guide’ if applicable:

e To identify the specific files and folders a user has been given access to see ‘How can | see
who has access to a folder within a workspace?’

e Alternatively, if you simply want to remove a user’s access from all files or folders that
they’ve been given direct access to within a workspace (without knowing which files and
folders those are), complete the steps outlined in ‘How do | remove an individual’s access
to all folders that they have been given ‘direct access’ to within a workspace?’



How do | give access to SPO examining sites to other Administrators in my Department?

It is likely that there are other administrators in your department who are or could be responsible
for administering the department’s examining site(s), including at times when you are out of the
office.

To give other administrators in your department — who should have full access to all parts of the
examining site — access to a site, you should make them ‘Site Collection Administrators’:

1. From the Home page, click on the Settings 4. In the site permissions view, click on ‘Site
‘cog’ icon in the top right hand corner of Collection Administrators’
the site

BROWSE | PERMISSIONS

‘e . . N . Y ° &% Permission Levels
2. Select ‘Site Permissions’ from the list & & QA e
= Creste  EoitUser Remove User  Creck
Grant Modify Check —
o ? = ’
= o) Home /I Some content on this site has different permissions from w
Useful Resources There are limited access users on this site. Users may have limit;
c Exam Board Workspace
Settings X O 0 reme
Markers Workspace
O OUIT - Exam Board & Marking Test Site Exam Board
Other D Sh
her Document Sharing
- QUIT - Exam Board & Marking Test Site Markers
SharePoint Admin Workspace O h N
QUIT - Exam Board & Marking Test Site Owners
Add a page Recent O : ¢
Add an app Recycle Bin

Site contents

Getting started

5. Search for and select the relevant

Sitelueage individuals (one by one) in the ‘Site
Site performance . . .
Change the ook Collection Administrators’ pop-up window
C.onne:t to new Microsoft 365 Group and C|iCk IOKI
Site designs
Site Collection Administrators

3. Click on ‘Advanced permissions settings’
Site Collection

in the lPermiSSions’ Sidebar .Aijmimsllatur‘s ) Ben Jone: ‘D"'trc Vasyutinx James Mundey x

Nicol X

Permissions X

Manage site permissions or invite others to
collaborate

OK Cancel

~  Site owners

~ Site members
~ Site visitors

Site Sharing

Change how members can share

Guest Expiration

Your organization does net require guest
access to expire.
Manage

There are additional groups or people with
oo T i |

Is\t Advanced permissions settings. I

6. Lastly, in addition, add the administrators to the site ‘Owners’ SharePoint group — see: ‘How
do | ADD users to the examining site SharePoint groups?’ This will mean that they are notified of
any access or sharing requests along with yourself.




How do | create a new SharePoint group in an ‘examining’ site?

To create a new SharePoint group, if you want to manage an additional specific group of users for
any reason:

1. From the Home page, click on the Settings People and Groups » Create Group o

‘cog’ icon in the top right hand corner of B J
|
the site

6. Update the ‘Group owner’ to the existing
site ‘Owners’ group rather than that being

S I yourself (so all of the department
administrators who are part of the

existing ‘Owners’ group can update the

2. Select ‘Site Permissions’ from the list

S : membership of the group when needed):
SharePoint

:::I“Z‘E a. Firstly, delete your name from the
Site contents ‘Group owner’ field by clicking on

i the ‘X’ next to your name:

3. Click on ‘Advanced permissions settings’ b. Then search for and select the

in the ‘Permissions’ sidebar ‘Owners’ group for the site —
you'll need to know the full name
of the ‘Owners’ group to find and

Permissions X . . . . X
Manage site permissions or invite others to Se|ect |t - tlp: |t Wl” Start Wlth
collaborate

: ‘ADMN’:

~  Site owners

' Site members

~ Site visitors

7. Inthe ‘Give Group Permission to the Site’
select the ‘Read’ option (you may
separately give the group other

Site Sharing

Change how members can share

Guest Expiration

Youragariaation docs ot e s permission levels within specific sections
access to expire.
Manage of the site but not here at the top level):

There are additional groups or people with
foic o T fheoe plesse

isit Advanced permissions settings. Give Group Permission to this Site
= Choose the permission level

(O Full Control - Has full ¢

(O Design - Can view, add

View site permission assignments O Edit - Can add, edit an

4. In the site permissions view, click on
‘Create Group’

Read - Can view pages|

P —— 8. Click on the ‘Create’ button to create the
e Roron e CEE); [i5d Access Request Settings
group
Modiy Check Manage
Home /1 some content on this site hssdiff.erenl permissiensfrz?m.\ 9. Next you Wi“ need to ensure that the
Useful Resources There are limited access users on this site. Users may have limit .
Bxam Board Worlspace group has the right access to the relevant

arkers Workspace D teme H H 3
00 1 O sxam s & kg Test it v s sections of the site — see ‘How do | give
drin workspac [ euiT Bam aerd & Marking farkers SharePoint groups access to workspaces

O QUIT - Exam Board & Marking Test Site Qwners

Recent

within an examining site?’

Recycle Bin

10. Then you will need to add the relevant
users to the group — see ‘How do | ADD
users to SharePoint groups within SPO
examining sites?’

5. Inthe ‘Create Group’ view add a Name for
the group:




How do | give SharePoint groups access to workspaces within an examining site?

If you create a new SharePoint group within a SPO examining site then by default the group will have
access to the ‘Home’ page and ‘Useful Resources’ (as those sections inherit their permissions from
the top level of the site).

However, by default, users added to the new SharePoint group won’t have access to any other
sections of the site, as all of the other sections have ‘unique permissions’ — so that only users in

relevant SharePoint groups can access them.

As a result, you will need to update the permissions for the specific sections of the site that you
would like the new group to have access to — following the steps outlined below.

In the same way, if you want to give existing SharePoint groups access to a section of the site that
the group does not have access to you need to complete the steps outlined below.

To manage which SharePoint groups have access to a specific section of an examining site:

1. Click on name of the section of the site in , Settings
the LH site menu in which you want to
update the groups that have access to
that SeCtlon (eg the Paper Settlng int.com/sites/OUIT-ExamBoardMarkingTestSite/Exam Board Workspace/Formy
Workspace):

Permissions and Management

Home
@ Delete this document library

Useful Resources

8 Save document library as template
Paper Setting Workspace

B Permissions for this document library
Markers Workspace I Permissions for this document library

CMLA Exam Board

CELA Exam Board 4

In the workspace permissions view, click
on ‘Grant Permissions’

DMLA Exam Board

Other Document Sharing

Admin Workspace

BROWSE PERMISSIOMNS
2. Then click on the Settings ‘cog’ icon in the ® Y
top right hand corner of the site and - -l :"'lt' ,_Ct
select ‘Library settings’ SEF“‘:E!'ID‘H‘SIE Permissions ns | Permissions
nheritance Grant odify Check

5. Search for and select the group or groups

Settings X (that you want to have access to this
section of the site) in the ‘Enter names or

EhareBoint email addresses...” field

Add a page

Add an app

Cite conten

Share 'Paper Setting Workspace' and its contents

Shared with [ Priya Nair, L] Matthew Kirk [ James Mundey, snd 4 more
Getting started

Invite people

Restore this library Paper Setters B x

Shared with

3. Within the workspace ‘Settings’ window,
click on the ‘Permissions for this
document library’ option

6. Untick ‘Share everything in this folder,
even items with unique permissions’ if
you don’t want the group(s) to have
access to folders within the Workspace
that you have restricted access to already




1g Workspace' and its contents

Matthew Kirk. "] James Mundey, and 4 more

Paper Setters B x |

1 group will be invited. (That's about one persan) Show

Include a personal message with this invitation (Optional).

Share everything in this folder, even items with unique permissions.

b. Change the permission level to
‘Contribute’ (allowing individuals
to add and edit as well as view
and download documents)

SHOW OPFTIONS

HIDE OPTIONS

Ser‘d an email invitation

| Contribute v

e

m
i

7. Click on SHOW OPTIONS

a. Untick ‘Send an email invitation’
if you don’t want all of the
members of the group(s) to be
notified that the group(s) have
been given access to workspace

8. Click ‘Share’

If you refresh the page you will see that the
group(s) have now been added to the list of
groups that have access to the workspace.



How do | remove a SharePoint group’s access to a workspace within an examining site?

To see which sections of a SPO examining site the ‘pre-built’ SharePoint groups have access to see
‘Which Sections of an Examining Site do the ‘Pre-Built’ SharePoint Groups have Access to?’

If you want to remove the access that a SharePoint group has to a section of the site then you should
complete the steps outlined below.

1. Click on name of the section of the site in R Settings
the LH site menu in which you want to
update the groups that have access to
that section (e.g. the Paper Setting int comsites (OUIT-ExamBosrdarkingTestsit/Exam acard Workspace/Formy
Workspace):

Permissions and Management

Home
8 Delete this document library

Useful Resources

Paper Setting Workspace

Markers Workspace I 8 Permissions for this document library

CMLA Exam Board

e e 4. Inthe workspace permissions view:
T a. Tick the checkbox next to the
crrm— name(s) of the SharePoint
group(s) that you do not want to
have access to this section of the

Admin Workspace

2. Then click on the Settings ‘cog’ icon in the

. . site
top right hand corner of the site and . ,
0 L, b. Click on ‘Remove User
select ‘Library settings L,
Permissions
-@ - > >
[ Q
n m&siﬁr Fer:'rz‘:g'kons
Settings & ) B
Madify Check
Remove User Permissions
SharePoint Remove the permission levels for the fa
Add a page selected users and groups 24
ACIG an EJP e TS NOIdry Tids Unigue permissions.,
- O MName
nng O New Exam Board Site Group
PEting s’.:?rtec O QUIT - Exam Board & Marking Test
Restore this library
QUIT - Exam Board & Marking Test

3. Within the workspace ‘Settings’ window,
click on the ‘Permissions for this
document library’ option

¢. Then click OK when the
verification window appears

uniexfordnexus sharepoint.com says

remove all permissians for the following user or group




How do | change the ‘permission level’ of a SharePoint Group within a specific section of a site?

The permission levels of the ‘pre-built’ exam board SharePoint groups within an examining site (at

both the top level and within specific sections of the site) are as follows:

# SharePoint Group Permission Level Permission Level
(top level of site) (per section)
1 | Markers Read e Home page — Read
e Useful Resources — Read
e Markers Workspace — Contribute
2 | Paper Setters Read e Home page — Read
e Useful Resources — Read
e Paper Setting Workspace — Contribute
3 | XXXX Exam Board Read e Home page — Read
(a group for each exam e Useful Resources — Read
board) e XXXX Exam Board — Contribute
4 | Owners Full Control e All site sections — Full Control

Note that groups for users who are not department administrators (e.g. for exam board members or
markers) should have either a Read or Contribute permission level — more information about
permission levels is available here.

To change the permission level of a group within a specific section of an examining site:

3.

4.

Click on name of the section of the site in
the LH site menu that you want to amend
a group’s permission level for (e.g. the
Exam Board Workspace) AND then click
on the Settings ‘cog’ icon in the top right
hand corner of the site

Select ‘Library settings’ from the list

Settings X

SharePoint
Add a page

Add an app

Getting started

Restore this library

Within the workspace ‘Settings’ window,
click on ‘Permissions for this document
library’

Exam Board Workspace » Settings

In the workspace permissions view, tick
the checkbox next to the name(s) of the

SharePoint group that you wish to change
the permission level for AND click on ‘Edit
User Permissions’

&

Edit User
sionsj |[permissions,

Home

Useful Resources

Exam Board Workspace
Markers Workspace
Other Document Sharing

Admin Workspace

Recent

Check
s Permissons

Check

& Some items of this list may have unique permissions which
There are limited access users on this site. Users may have limites
This library has unique permissions.

xam Board & Marking Test Site Exam Board

- Exam Board & Marking Test Site Owners

5. Within the ‘Edit Permissions’ view untick
the existing permission level and then tick
the required permission level

Edit Permissions

Users

QUIT - Exam Board & Marking Test Site Owners

an view, add, upd:

and delete list item

list items and download do
ages, list items, and docum)

ic lists, document librar

6. Click OK to save the changes to the
permission level for the group within the
section of the site




How do | change the ‘permission level’ of a SharePoint Group at the top level of a site?

Please note that it is recommended that the permission level for any SharePoint group (except for
the ‘Owners’ group) at the top level of a site should be ‘Read’ — so that by default users of the site
only have read access to the ‘Home’ page and ‘Useful Resources’ sections (as access to those is
determined by the permission level at the top level of the site).

The permission level for a group can then be set to Contribute in the relevant workspaces — so that
where appropriate (in specific sections of the site) users can add and edit documents.

The SharePoint Online ‘examining’ sites have been pre-built so that all groups (except for the
‘Owners’ group) have ‘Read’ access to ‘Home’ and ‘Useful Resources’ and ‘Contribute’ access to the
relevant specific workspace also.

The permission levels of the ‘pre-built’ exam board SharePoint groups within an examining site (at
both the top level and within specific sections of the site) are as follows:

# SharePoint Group Permission Level Permission Level
(top level of site) (per section)
1 | Markers Read e Home page — Read

e Useful Resources — Read

e Markers Workspace — Contribute

2 | Paper Setters Read e Home page — Read

e Useful Resources — Read

e Paper Setting Workspace — Contribute

3 | XXXX Exam Board Read e Home page — Read
(a group for each exam e Useful Resources — Read
board) e XXXX Exam Board — Contribute
4 | Owners Full Control e All site sections — Full Control

If you do want to change the permission level of a SharePoint group at the top level of a site, for any
reason, see the steps below.

However, if what you actually want to do is change the permission level of a SharePoint group within
a specific section of the site — see ‘How do | change the ‘permission level’ of a SharePoint group
within a specific section of a site?’

To change the permission level of a group at the top level of the site:

1. From the Home page, click on the Settings 3. Click on ‘Advanced permissions settings’
‘cog’ icon in the top right hand corner of in the ‘Permissions’ sidebar
the site

. Permissions X
2. Select ‘Site Permissions’ from the list Mansge e pamisions o e e

collaborate
" Site owners
“  Site members

Setﬂngs 2 " Site visitors
Site Sharing

SharePoint Change how members can share

Add a page

Ad Guest Expiration

Add an app

Your organization does not require guest
cess to expire.

Manage

Site contents

Getting started

There are additional groups or people with

Is\téd.nced permissions settings. I




4. In the site permissions view, tick the
checkbox next to the name(s) of the
SharePoint group that you wish to change
the permission level for AND click on ‘Edit
User Permissions’

BROWSE | PERRL

&% permission Levels

] [ *? °®
», " g
Off V] | &/ ) &z Q5 access Reguest Settings
Gant  Create] | eoit User |flemove ser _cneck
Fermissions Grougll Permissons flemissions  Permissons [ site Collection Agminisirators

Grant Modfy Check Mznage

Home [\ some content on this site has different permissions from what you see

Useful Resources There are limited access users on this site. Users may have limited access if 3

Exam Boa kspace
Name
Markers Workspace
) New Exam Board Site Group
Other Document Shari ng

OUIT - Exam Bozrd & Marking Test Site Exam Board
Admin Workspace
Markers

OUIT - Exam Board & Marking
Recent
ite Owners

OUIT - Exam Board & Marking Tesf

[} ooo

Recycle Bin

5. Within the ‘Edit Permissions’ view untick
the existing permission level and then tick
the required permission level

Edit Permissions

Users:
ups vill be modified
" QUIT - Exam Board & Marking Test Site Owners

52 users or groups to have

nd list items and download do

s, list itemns, 2nd documy

ited Access - Can view spacific lists, document librar

6. Click OK to save the changes to the
permission level for that group



How do | change the name of a SharePoint Group?

To change the name of a SharePoint Group complete the following steps:

4.

From the Home page, click on the Settings
‘cog’ icon in the top right hand corner of
the site

Select ‘Site Permissions’ from the list

Settings X

SharePoint
Add a page
Add an app
Site contents
Getting started

Site usage

Site performance

Change the look

Connect to new Microsoft 365 Group
Site designs

Click on ‘Advanced permissions settings’
in the ‘Permissions’ sidebar

Permissions X

Manage site permissions or invite others to
collaborate

~  Site owners
~ Site members
~ Site visitors

Site Sharing

Change how members can share

Guest Expiration

Your organization does nat require guest
access to expire.
Manage

There are additional groups or people with
foic o T i I

Isn Advanced permissions settings. I

In the site permissions view, click on the
name of the SharePoint group whose
name you want to amend:

BROWSE PERMISSIONS

&% rermission Levels
- o Qs
+ o (5 Accass Request Settings

Grant Create
lermissions  Group

Check
Permissions 7% Site Collection Administrators

Grant Modify Check Manage

Home A Some content on this site has different permissions from

There are limited site, Users may have limi
; approving reguests? Allow to share witl

Useful Resources

Paper Setting Workspace

Markers Workspace

Mame
CORS Exam Board
ADMN - Oriental Studies UG Examining Site Owners
CROS Exam Board ~ -
CORS Exam Board
DORS Exam Board
CROS Exam Board
DROS Exam Board

DORS Exam Board
Other Document Sharin
DROS Exam Board
Admin Workspace

O0o0o0oo0ooo

Recent

Recycle Bin

Markers
Paper Setters

S ———

5.  Within the SharePoint group view click on

Settings and select the ‘Group Settings’
option

New =  Actions -  Settings -

Name | Group Settings
Manage settings such as group name and permissions.

]

James Mundey
View Graup Permissions
Laura Fenwick View permissions this group has on sites, lists, and items.
Matthew Kirk

Make Default Group
Naomi Hood Make this group the default group for this site.

Oooooao

Owen Hutchins

List Settings

6. Update the Name of the group in the

‘Change Group Settings’ view and click
IOKI

Change Group Settings o

Mame:

Viarkers / ]

About Me:




How do | delete a SharePoint group?

If for any reason you need to delete a SharePoint group e.g. you create one in error, complete the

following steps:

1. From the Home page, click on the Settings
‘cog’ icon in the top right hand corner of
the site

2. Select ‘Site Permissions’ from the list

Settings X

SharePoint
Add 3 page
Add an app
Site contents
Getting started
o information
Site usage
Site performance
Change the look
Connect to new Microsoft 365 Group

Site designs

’

3. Click on ‘Advanced permissions settings
in the ‘Permissions’ sidebar

Permissions X

Manage site permissions or invite athers to
collaborate

~  Site owners
~ Site members
~ Site visitors
Site Sharing

Change how members can share

Guest Expiration

Your organization does net require guest
access to expire.
Manage

There are additional groups or people with
th o T S I

Is\t Advanced permissions settings. I

4. In the site permissions view click on the
name of the SharePoint group whose
name you want to amend:

5. Within the group, click on ‘More..." in the
LH side ‘Groups’ menu to navigate to
People and Groups

Groups
Dept X UG Owners
Dept X UG Markers

Dept X UG CMLA
Exam Board
Members

Dept X UG CELA
Exam Board
Members

Dept X UG DMLA
Exam Board
Members

Dept X UG Paper
Setters

Test Group
More...

) S

6. Within the People and Groups view click
on Edit icon for the group you want to
delete

# EDITLINKS

Dept X UG Examining Site (Prc

New - Settings -

Group it
Dept X Test Group
Dept X UG CELA Exam Board Members
Dept X UG CMLA Exam Board Members )

7. Within the ‘Change Group Settings’ view
click ‘Delete’ and click ‘OK’

unioxfordnexus.sharepoint.com says

Are you sure you want to delete this SharePoint group?

“ caneet




How do I restrict access to a folder to just one or a number of specific individuals (or SharePoint

groups)?

This help topic assumes:

a) That the folder you want to restrict access to is already accessible to one or more SharePoint
groups associated with the site e.g. the ‘Markers’ group or an XXXX Exam Board’ group; and
b) That you want to restrict the access to the folder to one or more specific individuals or other

SharePoint groups instead

Other options to consider:

If you want to give a SharePoint group or individual access to a folder without changing who already
has access to the folder, see ‘How do | give one or more specific individuals (or SharePoint groups)

access to a folder (without changing who already has access to it)?’

To restrict access to a folder so that only one or a number of specific individuals (or SharePoint

groups) can access it, complete the following steps:

1. Navigate to the location of the folder you
wish to restrict access to and click on the
three-dot ‘Show actions’ menu for the
folder

2. Select the ‘Manage access’ option

ABCD Exam Board

™  Name Maodified M
1. Exam Board Meeting Documents October 14 Jam
2. Exam Board Chair Documents October 14 Jam

N
(] " 3. Mitigating Circumstan... & Sl Share -

Copy link

Manage access

3. Within the ‘Manage Access’ sidebar that
opens on the right hand side of the
screen, remove the group(s) that you
don’t want to have access to the folder by
completing the following steps:

a. Click on the arrow (next to the
pencil icon) to the right of the
group name and select ‘Stop

A ’
sharing
ABCD Exam Board A
Can edit
4 Make any -_'hsng\EO
5 Can view
& Cannot make changes
I Stop sharing I

b. Click ‘Remove’

Want to remove ABCD Exam
Board's access?

m cancel

Next, give the relevant individual(s) or
SharePoint group(s) access to the folder by
completing the steps 4 and 5 below.

OR if there are sub-folders, within the folder,
that are already restricted to specific
individuals only AND you don’t want the
user(s) or group(s) — who you’re giving direct
access to this folder — to have access to those
restricted sub-folders, see 'How do I give one
or more specific individuals (or SharePoint
groups) access to a folder (that has restricted
folders within it)?'

4. To give specific individual(s) or SharePoint
groups access to the folder, click on the
‘Grant access’ icon (‘+’) within the ‘Direct
access’ section of the ‘Manage Access’
sidebar on the RH side of the screen:

o Direct access O

Ben Jones Owmer

Divytro Vasyutin Owmer

Dept X UG Owners Owner




5. Within the ‘Grant access’ pop-up window:

a. Search for and select the
individual(s) or SharePoint groups
(one at a time) who you wish to
give direct access to

Grant access
4. Mitigating...es Documents

h’c: Mame, group or email &

NB to share the folder with an external (Non-
SS0) user simply type in their email address.

You can also search for and select a
SharePoint group in the ‘Enter names or email
addresses...” box if you want to give a
SharePoint group access to a folder.

b. Select whether the individual(s)
and/or group(s) ‘Can view’ (view
and download documents) or
‘Can edit’ (view, download,
upload, edit documents) by
clicking on the arrow (next to the
pencil icon) and selecting the
relevant option

Grant access
4, Mitigating...es Documents

John Smith X
BenJones X
Add another
Message. ﬁ Fan edit
ake any changes
5 Can view
S Cannot make changes
Motify p

c. Untick ‘Notify people’ if you don’t
want the individuals being given
access to the folder to be notified

NB if you are giving an external user access
(who has not yet logged into an Oxford
SharePoint Online site) then it will not be
possible to untick the ‘Notify people’ box

d. Click ‘Grant access’



How do I give one or more specific individuals (or SharePoint groups) access to a folder (without
changing who already has access to it)?

This help topic outlines how to give an individual (or SharePoint group) ‘direct access’ to a folder
without changing who already has access to the folder.

Other options to consider:

If you want to restrict access to a folder (i.e. change its permissions) so that only one or more
specific individuals can access the folder, see the following topic: ‘How do | restrict access to a folder
to just a one or a number of specific individuals (or SharePoint groups)?’

To give an individual or SharePoint group ‘direct access’ to a folder without changing who already
has access to the folder, complete the steps outlined below.

NB if there are files or folders in the folder that are restricted to specific individuals and you don’t
want to give this user access to those files or folders (within the folder) follow the steps outlined in
the following help topic instead: ‘How do | give one or more specific individuals (or SharePoint
groups) access to a folder (that has restricted folders within it)?’

1. Navigate to the location of the folder you oe Bloggs
wish to give direct access to and click on
the three-dot ‘Show actions’ menu for Manage Access
the folder
Links giving access & Share

Markers Workspace > Assessments > Stage > FHS > Folders for Markers

[ Name Modified Modifiec

o Direct access O
Joan Smith August 16 James Mu

O Joe Bloggs IS (_DG August 16 James Mu Ben Jones Owner
John Smith James Mu
Sue Jones August 16 James M Drmytro Vasyutin Orwner
2. Select the ‘Manage access’ option Dept X UG Owners Owner
~ Dept X UG Markers
Markers Workspace » Assessments > Stage > FHS > Folders for Mar|
Ay ced
M Name Modified Ma
foan Smith fusustie 4. Within the ‘Grant access’ pop-up window:
Joe Bloggs e B1 : Share "
John Smith Copy link ; a. Search for and select the
individual(s) or SharePoint groups
Sue Jones 1
Download (one at a time) who you wish to

give direct access to

3. Click on the ‘Grant access’ icon (‘+’)
within the ‘Direct access’ section of the
‘Manage Access’ sidebar on the RH side of Grant access
the screen 4, Mitigating...es Documents

hc: Name, group or email / ’




b. Select whether the individual(s)
and/or groups ‘Can view’ (view
and download documents) or
‘Can edit’ (view, download,
upload, edit documents) by
clicking on the arrow (next to the
pencil icon) and selecting the
relevant option

Grant access

4. Mitigating. s Documents

John Smith X

BenJones X

Add anothe

Can edit
Message & e

ny changes

Grant access

3 Canview
Cannot make changes

c. Untick ‘Notify people’ if you don’t
want the individuals being given
access to the folder to be notified

NB if you are giving an external user access
(who has not yet logged into an Oxford
SharePoint Online site) then it will not be
possible to untick the ‘Notify people’ box

d. Click ‘Grant access’

Note that if the user(s) or SharePoint group(s), who you have given access to the folder to, do not
already have access to the workspace that the folder is in, then you may want to give the group
access to the workspace so that the users in the group can navigate within the workspace to the

folder(s) they have been given access to.

See ‘How do | give SharePoint groups access to workspaces within an examining site?’




How do I give one or more specific individuals (or SharePoint groups) access to a folder (that has

restricted folders within it)?

If there are any files or folders, within the folder that you want to give an individual ‘direct access’
to, that are restricted to a specific set of individuals only AND you don’t want the user (or group) to
have access to those restricted files or folders then grant the user / group access to the folder as

follows:

1. Navigate to the location of the folder you
wish to give direct access to and click on
the three-dot ‘Show actions’ menu for
the folder

2. Select the ‘Manage access’ option

Markers Workspace

hare mes Mundey

B
T
oy

Assessments

A mes Mundey

Manage access

Download

Marker Folders

[  Name Modified Modified By

3. Click on the ‘Advanced’ link at the bottom
of the ‘Manage Access’ sidebar on the RH
side of the screen

joe Bloggs

Manage Access

4. |F the folder inherits its permissions (i.e.
the ‘Stop Inheriting Permissions’ button is
visible within the folder permissions
view), then click on ‘Stop Inheriting
Permissions’ and then click ‘OK’

BROWSE PERMISSIONS

5@ @
| A Q
ManageStop Inheriting| Check
Parent | Pemnissions Permissions
nheritance Check

unioxfordnexus.sharepoint.com says

ermissions for this folder. Changes
ument library permissions will no

ar
made t
longer affect this folder.

5. To add the individual or individuals that

you would like to be able to access the
folder:
a. Click on ‘Grant Permissions’

PERMISSIONS

[ ]
&k

Grant Ex
Permissions | Per|

Grant

b. Search for and select the specific
user(s) or Sharepoint groups that
you want to have access to the
folder within the box that says
‘Enter names or email
addresses...’

NB to share the folder with an external (Non-
SS0) user simply type in their email address.

Share 'Joe Bloggs' and its contents

c. Untick ‘Share everything in this
folder, even items with unique
permissions’ (so that the users
being added don’t get access to
the files / folders within the folder
that have unique permissions)

Share everything in this folder, even items with unigue permissions.

SHOW OFTIOMS

d. Click on SHOW OPTIONS

e. Select the relevant permission
level: ‘Read’ (view/download
documents) OR ‘Contribute’
(view/download, upload/edit
document)

Full Control

Design

Edit

Contribute
| Read

Finally, click ‘Share’



